EchoNote KOHCMEKT

J 0630p Coveron: 3awmra gaHHbIX oT co3patenen NordVPN

J 0630p Coveron: 3ayuTa OT KpaXku JIMYHbIX
AaHHbIX

KnroueBble Te3UCHI:

Coveron — 3TO CEPBUC MOHUTOPUHIa 1 3aLlMTbl JIMYHBIX AaHHbIX OT co3gaTesnen
NordVPN.

OH He NpeaoTBpaLLaeT KpaXKy AaHHbIX, @ ornepaTMBHO 0OGHaAPYXXMBaeT eé u nomoraeT

MUWHUMU3NPOBATDL YyLLepO.

CepBuUC CUNEH B MOHUTOPUHIe JapKHETa, HO UMEET Psf OrpaHnYeHun (reorpadms,

OTCYTCTBME CEMEMNHDIX MMIaHOB).

OTO OMH N3 cCaMblX OOCTYMNHbIX BAPWaHTOB Ha PbiHKe, HO MNOOXOAUT HE BCEM.

@ Yto Takoe Coveron?

Coveron — 3TO CEpPBUC, KOTOPbIM AEUCTBYET KaK «OblMOBas CUrHannsaumsa» ansa sawlen
NMYHON MHPopMaumm (Homepa SSN, 6aHKOBCKMNe pekBmn3nTbl, email). OH oTcnexmnsaeT
YyTEeUYKN JaHHbIX B flapKHETEe N NOMOraeT YCTPaHUTb NOCeACTBUSA, €CNU AaHHble

CKOMMNpOMeTUpPoOBaHbl. PaspaboTtaH komnaHuen Nord Security.

KnroueBble pyHKLUM U NpeEUMMYLLLECTBA

C§ MOHUTOpUHTF fapkHeTa

FnaBHas cuna cepeuca. CKaHUpyeT JapKHET Ha HaMune yKpaaeHHbIX OaHHbIX.

OtcnexusaeT go 5 email, 5 Homepos TenedoHOB, AaHHble GAHKOBCKUX KapT U HOMep
SSN.

B TecTax o6Hapy>XuBan yTeuku, NponyLeHHble KOHKYPEeHTaMMU.

MrHoBeHHas NoJib3a: MOXET 06HAPYXUTb KOMMNPOMETaLMIO AaHHbIX Cpa3y nocne

pob6aBneHus.



lil MoHUT OpUHT KpeaUTHOI NCT opuK

OnogelLaeT 0 N0403PUTENBHON aKTUBHOCTU: NageHNe KPeauTHOro PENTUHIa, OTKPbITUE

HOBbIX CHETOB.

1. Ba)KHO: KONTIMYECTBO OTCNEXMBaAEMbIX KPEAUTHbBIX BHOPO 3aBUCUT OT Tapuda:

HayanbHbI 1 cpeaHumn Tapndbl: 0aHO GLOpPO.

Cambin goporoun Tapud: Bce TPU OCHOBHbIX 6IOPO.

{J CTpaxoBoe NOKpbITHue

OcHoBHas CTpaxoBKa Ao $1 MNH Ha BOCCTaHOBIIEHME Moce Kpa>Xu JINYHbIX OaHHbIX

(ropuanyeckme ns3gepxKkn, NOTEPSIHHbIN 3apaboToK U T.4.).
be3 ¢ppaHLUN3bl MO OCHOBHOMY MOKPbLITUIO.

[lononHunTenbHO: CTpaxoBaHUe OT KN6epBbIMOraTenbCTBa U BO3MeLLeHMe yuiepba oT

OHNalH-MoOLLeHHNYecTBa (He6onbluas ppaHwmnsa $100).

A4 Momouyb B BOCCTaHOBNEHUU

MpenocTaBnaeTcs NepcoHanbHblA MEHeaXep, KOTopbI 6epéT Ha cebsa 60MbLUyH

4acCTb pPabOThbl MO BOCCTAHOBMEHUIO LAHHbIX.

[nga MHOrnx ata nogaep>kka He MeHee LieHHa, YeM CTpaxoBKa.

™ Y no6HbIN MHTepdeiic
YucTasa 1 NnpocTasa NaHenb ynpasneHus.
MomolLb AOCTYMNHA B OAMH KWK (4aT, TenepoHHbIN Homep).

MoaxoauT ol TEXHUYECKN HenoaroToBNeHHbIX Nosb3oBaTenen.

OrpaHquH A UHeJOCTaTKM

x HeT 3aWyuThbl OT MOLUEHHUYECTBA C NPaBOM COO6CTBEHHOCTU Ha AOM (property

fraud). Ecnu aTo rnaBHas yrposa — cepBUC He NOAXOANT.

x OTcyTcTBME ceMeMnHoro nnaHa. Kaxxabl 4neH cemMbu onsadunsaeT MOJIHYHO

CTOMMOCTb.

x Meorpaduuyeckue orpaHnueHus: cepsmc gocTyneH Tonbko B CLUA (kpome wtatoB

Hbto-Mopk v BawmHrToH). He pa6oTaeT 3a npegenamu CLUA.



PerncTtpauma 1 nposepka MMYHOCTU OCHOBaHbI UCKITHOUYNTENBHO HA aMepPUKaHCKUX

6a3ax JaHHbIX.

CtommocTb U Tapudbl

OAVH 13 caMblX JOCTYMHbIX BapuUaHTOB Ha pbiHKe (0T <$1/mec.).

HeT 6ecnnaTHOro npo6Horo nepuopa, Ho ectb 30-gHeBHasA rapaHTUsA Bo3BpaTa AeHer

(npouenypa Bo3BpaTa NpocTas n 6e3 NPensaTCTBUN).

Coser: Vicnonb3ynte NapTHEPCKME CCbIIKKU (Hanpumep, U3 onucaHus BUAeO) s

nosyyeHuna ,D,OI'IOJ'IHI/ITGHbHOVI CKNOKN 5%.

Bbi6op Tapuda:
Cambin aeléBblin: TONIbKO MOHUTOPUHI AapKHETa + 6a30Basi CTpaxoBKa.

Cpep,Hm7| Tapmb (Haunquuee COOTHOLUeHUe LeHbl U KauyecTBa): nonHas CTpaxoBad

3awmrta Ha $1 MIH.

CamMbiit JOpOron: MOHUTOPUHI BCEX 3-X KPEAUTHbIX 6t0p0, paclunpeHHble GYHKLUN

(MOHUTOPWHI PUHAHCOBBLIX CYETOB, YOaneHne OaHHbIX, aHTUBMPYC).
Ba)xHble coBeTbl:

He nepennayvBaiTe 3a NOMOLLb B 3aMOPO3Ke KPeAUTHON UCTOPUN — 3TO MOXHO

chenaTtb 6ecnnaTtHO CaMOCTOATENIbHO Ha canTax oropo.

JonrocpoyHble nnaHbl (ronoBblie/ABYXNEeTHNE) BbIrOAHEE eXeMeCAYHOMN onnaThl.

@ WUtor: Komy nogxogur Coveron?

Coveron — OT/IMYHbIN BbIGOpP, €CNK:

Bbl HaxoguTecb B CLUA (He B NY nnu WA).
Bam Hy>eH 3pPeKTUBHbIN MOHUTOPUHT AAPKHETa U KOHTPOJIb KPeAUTHON NCTOPUMN.
Bbl LleHUTe OOCTYMNHYHO LIEHY U Hannyne CTPaxoBKMU.

Bam BaXxHa NpocToTa UCNOMb30BaHUA U NepcoHanbHas nogaepxka.
Ctout paccmoTpeTb apyrux nposanmpgepos (Aura, LifeLock), ecnu:

Bam KPUTUYECKN Ba>kKHa 3allUTa Nnpaea COOCTBEHHOCTU Ha AOM.



Bbl XOTUTe 3alUTUTb BCKO CEMbIO MO OQHOMY MaHy.

@ becnnaTHasa anbTepHaTMBa

Jlyywas 6a3oBas 3awwmTa — 6ecnnaTtHasi 3aMopo3Ka KpeAUTHOU UCTOPUUN BO BCEX TPEX
6t0p0. 3TO 3PpPEeKTUBHO, EC/IN faHHbIE YXXe CKOMNPOMETUPOBaHbI UM €CTb BbICOKUIA PUCK

MOLleHHn4yecCTBa.

Coveron — 3TO NNaTHbIN 4ONONHUTENbHbIN YpoOBeHb 3allnUTbl: MOHUTOPUHTI, ONMNOBELLEHUS,
CTpaxXoBKa U 3KCrnepTHad noggepixkKa. Ecnu cnokoncTBMe CTOUT AN BaC HECKONbKUX

fonnapos B Mecsu, Coveron — ofuH U3 CaMblX BbIrOAHbIX BAPUAHTOB.

echonote.ru — KOHCMNEKTbl N3 BUAEO0 338 MUHYThI



